
 

 

ICT & NETWORK MANAGER 

 

GENERAL DESCRIPTION 

 To lead, manage and develop the school’s ICT systems and promote high quality teaching and 

learning.  

 Advise and have a key role in the strategic development of ICT as a tool to support the school’s 

effective operation. 

 

RESPONSIBILITIES 

 

 Identify, lead, manage and support the development of new ICT systems, networks, equipment 

and applications for the school to ensure the curricular and management needs of the school 

will continually be met.  

 Develop and maintain a three and/or five year ICT development plan for the school for approval 

by the Senior Leadership team and governors. 

 Advise the Senior Leadership Team on emerging technologies and their applicability to the 

school. 

 Keep up-to-date with trends in hardware and software and to support and advise SLT on 

technical matters. 

 Work with ICT to ensure systems function effectively in a way that supports learning and 

teaching.  

 Advise on and manage the monitoring of Health and Safety and audit checks including electrical 

testing, warranties, licences and risk assessments for all hardware, network infrastructure, 

telephony and CCTV equipment.  

 Ensure ICT acceptable user policies for all staff and students are in place and reviewed. 

 Responsibility for web filtering to ensure appropriate and safe access for all staff and students. 

 Act as the primary source of expertise on online safety and be aware of developments in online 

safety. Advise on these as appropriate. 

 Access detailed reports on the use of internet browsers and email systems as required for 

safeguarding investigations. 

 Ensure the ICT infrastructure and network promote the safety of students in all areas with 

particular reference to social media access. 

 Lead or assist with training sessions for staff in relevant areas.  

 Undertake performance management meetings for allocated staff; identifying and arranging 

high level support, challenge and training as appropriate to the school’s requirements. 

 Participate in appraisals in line with the school performance management policy. 
 Keep abreast of the latest developments both in developments in the field of ICT, online safety 

and undertake research as appropriate.  
 

Strategic Planning 

 Develop medium and long term coordinated planning based on the schools educational 

objectives to keep the school up to date with developments in ICT. 



 

 In conjunction with the nominated member of SLT, develop ICT strategically within the school 

to achieve a safe and efficient ICT environment for staff and students. 

 Plan for major developments of the ICT service and project manage their implementation. 

 Attend relevant meetings where the ICT service is discussed and input is required. 

 Advise the Senior Leadership Team on the implementation of relevant policies and procedures.  

 

 
Development and Maintenance of Technical Systems 

 Manage and provide an ICT technical support and advice service to administrative and 

curriculum areas as required across the school. 

 Organise and supervise the ICT Technicians and manage all the ICT, telecoms, printing and CCTV 

support contracts.  

 Manage and ensure effectiveness of servers, including e-mail, print, and backup servers, and 

their associated operating systems and software.  

 Manage and ensure optimal operation of Servers, including Microsoft and Linux Servers, on 

both physical and virtual levels. 

 Manage and ensure optimal operation of all network hardware and equipment, including 

routers, switches, hubs, UPSs etc.  

 Manage and ensure effectiveness of security solutions, including firewalls, anti-virus solutions, 

and intrusion detection systems.  

 Manage and ensure effective program distribution and installation by use of System Center 

Servers. 

 Design, implement, monitor and review school procedures for managing and recording 

installations and configuration changes. 

 Design, implement and manage the network infrastructure to meet the school's requirements. 

 Manage active network components including switches and routers; install additional servers, 

keep the network operating system up to date and oversee the maintenance of network 

workstations. 

 Provide second level in-school support for more complex requests; perform advanced 

troubleshooting on PCs, peripherals and applications.  

 Advise on compatibility of hardware, applications and operating systems, according to user 

requirements. 

 Design and implement the schools security and back-up systems and plan disaster recovery 

contingencies to enable an efficient return of service after any unforeseen system outages. 

 Design, implement and maintain the schools Anti-Virus system. 

 Establish and maintain regular written and in-person communications with the organisation’s 

decision-makers, stakeholders, department heads, and end users regarding pertinent network 

activities. 

 Approve and administer user accounts, permissions, and access rights. 

 Manage and implement the installation of all new computer software as required, enabling the 

delivery of ICT to all operational areas. 

 Set up and oversee the schools intranet system.  

 Manage Internet access filtering, email filtering and related monitoring systems. 

 Manage successful deployment of applications. 

 Upgrade relevant systems out of normal business hours to ensure minimum downtime for staff 

during critical periods. 

 To have detailed understanding of multisite active directory solutions. 



 

 To have an understanding of various forms of authentication. 

 To have an understanding of Virtual Private Network connections. 

 Understanding and configuration of Sites and Services in Active Directory. 

 Good knowledge of one-to-one devices, configuration and management systems. 

 Ability to project manage the roll-out of new software to staff and students- e.g. Office 365. 

 

 

General 

 Contribute to the development of the learning environment by project managing 

developments. 

 Support staff and students using computers and to help them to resolve difficulties. 

 Produce and analyse reports on support requests for management purposes; advise the Senior 

Leadership Team on possible training activities based on support log analysis. 

 Manage access to ICT systems for staff, students, governors and parents. 

 School wide support for all interactive whiteboards, audio, television and video equipment. 

 Manage the support contracts / service level agreements for IT services, network 

infrastructure, telephony, CCTV and printing facility to ensure efficient and effective 

performance and deployment of appropriate support services. 

 Continually test and evaluate continuity management systems effectiveness. 

 Be responsible for strategic business and financial planning to ensure that the ICT service meets 

the School’s strategic vision and needs, including accountability for the ICT budget in 

conjunction with the Headteacher and Senior Leadership team. 

 Manage the relevant IT budgets and achieve best value for the schools ICT expenditure. 

 Ensure that legal and contractual obligations relating to ICT resources, software licensing, 

systems and services are met. 

 Support the school in ordering, stocking and replenishing ICT consumables. 

 Maintain an inventory of all hardware, software licences, network cabling, telephony and CCTV 

resources and a register of all borrowed equipment. Undertake an annual check of this 

inventory and to report on the results of this check to the Senior Leadership team. Ensure the 

school is appropriately insured for this equipment. 

 Maintain a log of all hardware, cabling, telephony and software faults and to use this 

information to support the programme of in-service training for staff and to follow up with 

manufacturers and suppliers issues associated with their products. 

 Provide an annual report on technical support to the Senior Leadership team. 

 Oversee the technical aspects of school information management systems (SIMS). 

 Liaise with independent contractors to obtain quotes and oversee implementation of and 

required ICT related work. 

 Ensure the school meets all statutory and legal requirements concerning information and 

management.  

 Monitor performance of contracts and record performance against specified standards. 

 Maintain appropriate technical support for the school’s Audio Video systems. This will involve 

providing comprehensive technical sound stage installations for school events, assemblies, 

music and drama events that take place throughout the school year. 

 

Personal and professional conduct 
 Manage and prioritise your own workload in line with service requirements. 

 Share corporate responsibility for the implementation of school policies and practices.  



 

 Be a role model for students through personal presentation and professional conduct. To 

contribute to the ethos of the school, in all areas of contact and responsibility, in relationships 

with staff and students.  

 Establish effective working relationships with professional colleagues. 

 Attend and participate in regular meetings, and in training and other activities as required. 

 Attend meetings with line managers as required. 

 Demonstrate a commitment to continuous development, identify opportunities for 

professional development and undertake training opportunities where appropriate.  

 Ensure promotion and support of Equal Opportunities and Health and Safety. 

 Present a positive personal image, contributing to a welcoming school environment. 

 Maintain confidentiality inside and outside the school. 

 Any other duties as required by the Headteacher/ Business Manager. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 


